
 
  Page 1 of 8 

 

“Advancing pa,ent healthcare 

by the secured sharing of 

clinical informa,on.” 
 

 

Solu&on Overview 

(May 15, 2024) 

 

 

 

1. There exists the need to share pa1ent clinical informa1on across many types of clinical 

systems in a secured and controlled environment.  The sharing needs to exist between 

clinical informa1on systems of many different types, vendors, geographical loca1ons and 

support mul1ple layers of security.  HXiSynergy is uniquely designed to addresses this 

business need in a flexible, scalable, secured and controlled infrastructure. 

 

 

 

2. The Business Problems 

 

2.1. Since the beginning, medical seDngs have had the need to share pa1ent informa1on 

across organiza1onal boundaries in support of pa1ent care.  The sharing took place via 

phone calls, paper, fax, etc.  The emergence of Electronic Health Records (EHR) offered 

the promise of a seamless infrastructure to beKer respond to this need. 
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2.2. However, because of the disparate nature of EHR systems, a problem of compa1bility 

exists between different vendor EHR systems such as Epic, Cerner, Meditech, etc. – not 

to men1on the dozens of smaller and specialized vendors.  The disparate nature of EHR 

systems allowed some implementa1ons to beKer serve the specific needs of one type of 

organiza1on over another type.  The result being that one type of organiza1on in an 

en1ty may have chosen one vendor’s EHR system and another organiza1on in the same 

en1ty may have chosen a different EHR system.  There are stories about hospitals that 

use Cerner in their emergency rooms and Epic for their inpa1ent care.  This leaves two 

organiza1ons in the same en1ty, that cannot seamlessly share clinical data about their 

common pa1ents. 

 

2.3. Organiza1ons such as hospitals have spent years and millions of dollars customizing their 

EHR systems to meet their individual requirements.  Consequently, similar data may look 

very different in one system versus another, even if the systems are from the same 

vendor. 

 

2.4. HXiSynergy solves this business problem by providing a backend brokerage system that 

facilitates the secure exchange of clinical informa1on between disparate clinical systems. 

 

2.5. This same business problem of seamless yet securely sharing of clinical informa1on 

shows up in at least three different func1onal areas including A) the secure sharing of 

individual pa1ent informa1on between clinical systems, B) the secure sharing of 

anonymized (“de-iden1fied”) clinical data with authorized research en11es and C) the 

secure sharing of iden1fiable informa1on between clinical systems and authorized 

payment en11es.  Secure clinical informa1on sharing in these three seDngs have a 

direct posi1ve impact on pa1ent care. 

 

2.6. Since Covid, there has been a marked increase in the use of urgent care facili1es to 

provide medical care to pa1ents.  These urgent care facili1es may or may not be related 
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to a pa1ent’s primary care facility and may or may not be related to near by hospital 

facili1es.  Having the capability for urgent care providers to review a pa1ent’s primary 

care data can provide an urgent care facility with valuable informa1on for doctors to 

make diagnosis and treatment plans quickly.  The alterna1ve has been to take long 

periods of 1me interviewing a pa1ent with the hope that the pa1ent did not leave out 

any per1nent informa1on. 

 

2.7. Today, accepted medical prac1ces are based in the concept of evidence-based medicine.  

That evidence is obtained through research and studies.  The larger the knowledge base 

of the research data the beKer the evidence.  The larger the knowledge base the more 

refined and comprehensive the research results can be.  With large enough data sets, it 

is more likely that the subtle1es as to why some pa1ents react one way and some react 

another can be iden1fied. 

 

2.8. Early days of Covid saw sta1s1cal reports being faxed to other organiza1ons and 

conclusions drawn from those limited data sets in various organiza1ons and geographic 

areas.  It is possible that if seamless secure clinical data sharing had been around in 2020 

it would have facilitated informa1on sharing not only for the current medical situa1ons 

but also the sharing of hundreds of individual pa1ent parameters between numerous 

clinical organiza1ons and Government organiza1ons could have tamed Covid much 

earlier because of the availability of larger data sets with consistency of metrics. 

 

2.9. Various payors, such as insurance companies, are constantly evalua1ng treatment 

scenarios versus outcomes as related to cost.  This takes 1me to pull that informa1on 

together from across large disparate clinical systems.  Some insurance companies 

include in their contracts an agreement of point-to-point data exchange where the 

mechanism of that exchange varies from one contract to another.  HXiSynergy’s ability to 

provide such informa1on securely and 1mely with an interface that works best for these 

systems and their systems can help reduce the amount of 1me between invoice 
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submission and payment.  Such an interface can also provide enough detail data to 

explain the underlying differences that may have caused trea1ng a condi1on for one 

pa1ent to cost more in one scenario verses another. 

 

 

 

3. The Solu&on 

 

3.1. Numerous aKempts have been made to exchange EHR data.  Most of these aKempts 

have centered around standardizing clinical informa1on data sets to a single defini1on 

and a single exchange protocol.  These aKempts have had limited success for two 

reasons.  A) It forces clinical system vendors and implementors to focus on a “least 

common denominator” approach which minimizes the actual amount of clinical 

informa1on that can be shared between systems.  B) It forces the clinical systems to 

implement data mapping and transla1ons for each different clinical system it connects 

to.  This eats into the available personnel and compu1ng resources of each individual 

system.  With each clinical system having to use direct point to point connec1ons to 

mul1ple systems, the number of interfaces needed on each clinical system grows 

exponen1ally and becomes unsustainable in a large-scale solu1on. 

 

3.2. Other aKempts have been made to have all data collected and forced into a common 

data model at a central loca1on.  Limited success here has been because changes in 

various standardized clinical data storage models take a long 1me to implement across 

the board spectrum of diverse systems.  A single data model is not flexible enough to 

deal with the speed that medical informa1on types advance. 

 

3.3. HXiSynergy is taking a novel approach to solve this business problems.  HXiSynergy is 

designed as a secure informa1on brokerage system.  A brokerage system model allows 

HXiSynergy to have both a ver1cally and horizontally scalable system solu1on that can 
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handle very disparate systems of informa1on.  Such a brokerage system allows each 

organiza1on to evolve and progress in the areas of their interest at the speed they desire 

and allows sharing of new forms of informa1on along with older forms.  HXiSynergy 

supports secured sharing across diverse exchange protocols and data structures that 

works best for each clinical en1ty.  HXiSynergy is a back-end clinical informa1on 

brokerage system that facilitates the secured sharing of clinical informa1on between 

disparate clinical systems by u1lizing flexible system interfaces. 

 

3.4. Brokerage systems have been around for a long 1me.  The two best known types are real 

estate brokerage systems and stock market brokerage systems.  HXiSynergy manages the 

exchange of informa1on assets between different organiza1on systems without each of 

those systems needing to know details about the other.  When a family buys a house, 

they usually go to a real estate broker that handles the details of the exchange of the 

asset.  If someone wants to buy or sell stock in a company, they go to a stock broker who 

handles the underlying details and not have to worry about the differences in 

transac1on details between one company and another. 

 

3.5. HXiSynergy does the same.  HXiSynergy handles the details about the informa1on being 

exchanged.  Each clinical system just has to deal with their data in a context that they 

control. 

 

3.6. The HXiSynergy informa1on brokerage system does not provide end user interfaces to 

the computer systems nor direct access to the shared data.  Hospitals have spent years 

and millions of dollars implemen1ng and customizing their EHR systems.  Experience has 

shown that doctors and nurses do not want to learn yet another new user interface.  

HXiSynergy shares the data with each clinical system; not the individual users of those 

systems.  It is up to each clinical system to determine the best way to present this 

addi1onal data within their framework and in the way their customers want. 
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3.7. The same applies to researchers.  HXiSynergy provides curated anonymized clinical data 

to authorized researchers for them to add their own analy1c value without the 

researcher having to nego1ate and execute procedures with each different clinical 

system for which they want to collect research data from.  Each clinical en1ty has full 

control over what types of organiza1ons as well as specific organiza1ons they want to 

share data without having to worry about how to implement the sharing controls or 

what format that data needs to be in to get securely delivered.  The clinical en1ty simply 

tells HXiSynergy the types or specific en11es they want to allow sharing with.  The 

sharing can be controlled at an organiza1onal and personal level and applies to the 

details at a granular level. 

 

3.8. HIPAA compliancy is built into every aspect of the HXiSynergy system not only at the 

infrastructure perimeter levels.  HIPAA currently defines 18 items as “Personal Health 

Iden1fiers.”  HXiSynergy does not store any of these HIPAA iden1fiers with the clinical 

data nor are the iden1fiers even stored on the same physical infrastructure as the 

clinical data.  Some states have addi1onal data restric1ons beyond HIPAA which 

HXiSynergy also handles at the item level.  When research organiza1ons use large 

amounts of clinical data, that data may have originated across mul1ple state lines and 

the research organiza1on is then responsible for understanding any subtle differences in 

restric1ons.  HXiSynergy tracks the source and des1na1on of the informa1on and only 

provides data that is consistent with both locali1es’ laws and regula1ons.  Again, 

HXiSynergy does not provide any interfaces for retrieving pa1ent iden1ty informa1on 

from the brokerage system. 

 

3.9. HXiSynergy’s handles the linking of common pa1ent’s data between mul1ple sources 

such as from “Hospital 789” and “Clinic 123” even though “Clinic 123” and “Hospital 

789” use different unique iden1fiers in their clinical systems. 
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3.10. HXiSynergy does support pa1ent specific research for targeted studies such as drug trials 

as well as demographic research based on pa1ent demographics like neighborhood, 

state, age, sex, etc.  Access to this pa1ent specific informa1on requires the appropriate 

filings, authoriza1ons and releases for the mul1ple jurisdic1ons involved.  HXiSynergy 

can provide an authorized researcher planning data consis1ng of number of pa1ents 

that would be included in a curated result set, a list of the clinical items that would be 

included in that set as well as the formal authoriza1ons the researcher might need. 

 

3.11. Pa1ents themselves, through their care providers and/or their individual pa1ent portals, 

can opt-in or opt-out of any or all pa1ent de-iden1fied, iden1fied or targeted research. 

 

 

 

4. The Solu&on Structure 

 

4.1. The structure of the HXiSynergy solu1on is designed to facilitate both horizontal and 

ver1cal scalability.  Horizontal scaling is provided so system func1onality and 

performance does not suffer as the number of en11es using HXiSynergy grows.  Ver1cal 

scaling is provided so new func1onality can be added or expanded without redesign or 

impact to other HXiSynergy customers who are not ready to handle new data types or 

formats. 

 

4.2. HXiSynergy’s clinical system interface includes individual secured gateway access points 

and system specific translators.  HXiSynergy’s individual clinical system interfaces allows 

for horizontal and ver1cal scalability such that addi1onal resources can be brought on 

board to implement a number of interfaces simultaneously with various levels of 

func1onality. 
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4.3. HXiSynergy’s granular metadata structure not only supports varying HIPAA and security 

rules at an item level but also allows leading edge clinical systems to share richer 

informa1on even when others are not ready to embrace it.  Individual translators allow 

organiza1ons with more conserva1ve mindsets to par1cipate in the sharing of the richer 

informa1on without having to change their systems. 

 

4.4. The primary large scale EHR systems (Epic, Cerner, Meditech, etc.) all have some level of 

import and export capabili1es.  These import and export capabili1es exist today and the 

HXiSynergy clinical system interfaces can u1lize these exis1ng capabili1es and can and is 

willing work with EHR vendors to expand those capabili1es.  HXiSynergy encourages 

clinicians to con1nue to work with their EHR vendors to increase their overall system 

func1onality to take advantage of the new informa1on that becomes available to them 

through HXiSynergy. 

 

 

 

5. There exists the need to share pa1ent clinical informa1on across many types of clinical 

systems in a secured and controlled environment.  The sharing needs to exist between 

clinical informa1on systems of many different types, vendors, geographical loca1ons and 

support mul1ple layers of security.  HXiSynergy is uniquely designed to addresses this 

business need in a flexible, scalable, secured and controlled infrastructure. 

 


